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WORKSHEET: HIPAA Applicability
The purpose of this worksheet is to provide support for IRB staff and researchers in determining whether the Privacy Rule[endnoteRef:1] applies to a research[endnoteRef:2] study. It does not need to be completed or retained. [1:  45 CFR § 160 and § 164]  [2: 45 CFR 164.501 defines research as a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge.] 

1. Identifying Covered Entities
Is the research conducted partially or solely by a Covered Entity?[endnoteRef:3] [endnoteRef:4](Check all that apply; if any are checked continue. If none are checked, the HIPAA Privacy Rule does not apply to the research.[endnoteRef:5]) [3:  45 CFR § 160.103 covered entity means:
(1) A health plan.
(2) A health care clearinghouse.
(3) A health care provider who transmits any health information in electronic form in connection with a transaction covered by this subchapter.]  [4:  HIPAA FAQ: When does a covered entity have discretion to determine whether a research component of the entity is part of their covered functions, and therefore, subject to the HIPAA Privacy Rule? https://www.hhs.gov/hipaa/for-professionals/faq/315/when-does-a-covered-entity-have-discretion-to-determine-covered-functions/index.html ]  [5:  Where no members of the research team are part of a Covered Entity (CE), but a CE has agreed to share Protected Health Information (PHI) with the research team, HIPAA does not apply to the research, but the CE remains subject to HIPAA and responsible for the accounting of disclosures.] 

☐ This institution[endnoteRef:6] is a Covered Entity [6:  The institution that is conducting the research.] 

☐ This institution is a Hybrid Covered Entity and at least one researcher is an employee or workforce member of a health care component
2. Identifying Protected Health Information (PHI)
☐ Does the research involve the use or disclosure of health information[endnoteRef:7] for any reason? (Check all that apply; if any are checked continue. If none are checked, the HIPAA Privacy Rule does not apply to the research.) [7:  45 CFR § 160.103 health information means any information, including genetic information, whether oral or recorded in any form or medium, that:
(1) Is created or received by a health care provider, health plan, public health authority, employer, life insurer, school or university, or health care clearinghouse; and
(2) Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care to an individual; or the past, present, or future payment for the provision of health care to an individual.] 

☐ Derived from medical records
☐ Added to medical records
☐ Created or collected as part of health care
☐ Used to make healthcare decisions
☐ Does the information include any of the following identifiers? (Check all that apply; if any are checked complete the section below. If none are checked, the information is considered de-identified and therefore the HIPAA Privacy Rule does not apply because it does not meet the definition of PHI.)
☐ Names
☐ Geographic information smaller than a state
☐ Dates (except year) directly related to an individual
☐ Phone numbers
☐ Fax numbers
☐ Email addresses
☐ Social Security numbers
☐ Medical record numbers
☐ Health plan beneficiary numbers
☐ Account numbers
☐ Certificate/license numbers
☐ Vehicle identifiers and serial numbers
☐ Device identifiers and serial numbers
☐ Web URLs
☐ IP addresses
☐ Biometric identifiers (e.g., fingerprints)
☐ Full-face photographs and comparable images
☐ Any other unique identifying number, characteristic, or code
3. Identifying Authorization or Other Data Use Permissions (One must be checked)
☐	The use is limited to preparatory to research activities in order to design a research protocol.[endnoteRef:8] [8:  Whether a researcher needs a waiver of authorization for protocol development activities and recruitment/identifying of potential participants prior to obtaining authorization depends on the Covered Entity’s (from which the data is being accessed) interpretation of the Privacy Rule. Contact the HIPAA Privacy Office for any certification requirements for the use of the PHI for preparatory to research activities.] 

☐	The use or disclosure being sought is solely for research on the protected health information of decedents[endnoteRef:9] [9:  45 CFR 164.512(i)(1)(iii) Uses and disclosures for which an authorization or opportunity to agree or object is not required.] 

☐	The data is a Limited Data Set (LDS)[endnoteRef:10] subject to an executed Data Use Agreement (DUA). [10:  45 CFR §164.514(e) a Limited Data Set is protected health information that excludes the following identifiers of the individual or of relatives, employers, or household members: Names, Postal address, telephone numbers, fax numbers, email addresses, social security numbers, medical record numbers, health plan beneficiary numbers, account numbers, certificate/license numbers, vehicle identifiers and serial numbers, device identifiers and serial numbers, URLs, IP address, biometric identifiers, including finger and voice points. An LDS can contain dates related to the individual (birth date, death date, etc.), dates of services, and geographic information at the level of town or city, state and 5-digit zip code. ] 

☐	Authorization has been or will be obtained from Human Research participants for the use and/or disclosure of PHI for research purposes. See HRP-330 - WORKSHEET - HIPAA Authorization.
☐	A waiver or alteration of authorization by a Privacy Board or IRB is requested for the use and/or disclosure of PHI for research purposes. See HRP-441-CHECKLIST - HIPAA Waiver of Authorization.
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